Recipe 12 — Configuration Guide for Setting up HP Select Access 5.2 as a CS
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1  Setup

1.1  Terms and Introduction

The SAML 1.0 is one of the adopted schemes within the E-Authentication architectural framework. This guide
should help you setup SAML 1.0 and HP Select Access 5.2 as a Credential Service (CS). Remember that the HP
Select Access setup screens are often the same, whether setting up an AA or a CS. After reviewing the terms,
configure your scheme to handle SAML 1.0, starting at the main screen shown in Figure 12-1.

Term Definition

Agency Application An online service provided by a government agency that requires an end user to be

(AA) authenticated.

Credential Service A service of a CSP that provides credentials to subscribers for use in electronic

(CS) transactions. If a CSP offers more than one type of credential, then each one is
considered a separate CS.

Credential Service An organization that offers one or more CSs. Sometimes known as an Electronic

Provider (CSP) Credential Provider (ECP).

Project Management The PMO is the organization that handles E-Authentication program management,

Office (PMO) administration, and operations.




1.2 Using the Setup Tool
Use the setup tool to configure a SAML server. Accessing the set up program is the same whether you are
setting up a CS or an AA. After the initial setup, do not attempt to use the setup tool again. Instead, use SAML

partner properties to access properties

HP Open¥iew Select Access Setup - SAML Server

If you wish to configure the SAML Server,

click the button below:

Caonfigure. . |

Previous

Figure 12-1: Start Setup Tool



x|

Select Access Setup - Contact the Administration Server

Select Access Setup - Contact the Administration Server

Select Arcess must contact the Administration Server to fagi'-*s *= o ot l
process. Please enter Administration Server information be Name of the

computer you are

~Administration Server Connection Parameters

using
Host: m 4
Part [ECEE
URLPath:  ffadmin
Login narme: Iadmin
Fasswaord: I <+— Enter password

Setto default |

Figure 12-2: Select Access Setup

SAML Seryer Setup - ID

SAML Server Setup - ID

The SAML Server ID allows vou to identify the SAML Server inthe Policy Builder.
You can enter any string that uniquely identifies the SAML Server in your Select
Access installation.

o

|server1 interop1.eauth.enspier.net SAML Server k

\

Choose a nhame - whatever
shows up as default is usually
acceptable

Cancel Setto default Previous |

Figure 12-3: Define SAML Server ID



SAML Serversetup - General

Check this box if
this server
operates as a
Credential Service

(Cs)
|

Check this box if
you are setting up
an Agency
Application (AA)

—

SAML ServerSetup - General

FPlease enter below the hostname an which you will be running this specify the fu"y
the SSL portwhich the server will listen to. Provide the SSL senver
which this server will use for establishing all connections.

qualified domain

name for the host

&

Host: Iser\ter'l.inter0p1.eauth.enspier.net

S5LPart (3985

Selectthe location of the SSL Server Certificate {pkes1 2 format):

Browse... |

A

SSL Server Cetificate Passward:

A

sign-on partner(s)

[ This serverwill transfer users to known SAML single sign-on

Browse to select
your certification

Iy Thiz sererwill accept users transferred from configured SAl file

See below for

Cancel |

Help

Setto default |

Presious | [ information on

Figure 12-4: General Server Setup

pkcs12

PKCS12 files combine private and public key certificates. The PKCS12 file is protected by a password, which
you will provide when you create your PKCS12 file.



2 Policy Builder

2.1  Using Policy Matrix to modify SAML component configuration
From the Policy Administration screen click on Tools, and then select Component Configuration.

@ HP OpenYiew Select Access Paolicy Builder

File Edit View lmﬂ Audit Help

@ | @ o | Authentication Servers
[~ UserLocation Configuration

User Raoles

Activate Directory Attributes

Password Policy Configuration

POLIC rmponent Configuration

ADMINISTE Configure Delegated Administration
Folicy Data Signature »

Discaver Metwark Services
Terminate Metwark Discaveny
Resourc  Resource Discovery Pluging

73 Rule Builder

© Network Configure Palicy Pluging
Clear¥alidator Cache(s)

|+

[ Alaal

Figure 12-5: Working with Policy Builder



A component configuration window will open, as shown in Figure 12-6 below. To view assertion properties,

right click on a SAML server file, choose Properties

Disconnect | options | Gippoard | Send cii-apel |

@ HP Dpen¥iew Select Access Policy Builder ]
File Edit iew lmu Audit Help
i
Iﬁ | @ E | é“ éuthentlcat @HP OpenYiew Select Access Component Configuration ;Iglﬂ
— JserlLocal pie Eoit View Options Help A
User Roles ) [ |
Activate Dir X
FPassword I.° Compents
T C7 Enforcer Pluging
L0mMpo £ Palicy validators
ADMINISTE  configure ED SAML Servers
Policy Dat . N Properties..
Discover M Refresh Configuration
Terminate [ Delete
Resourc. Resource [ .
& \anaceme Rule Builde -
< network Configure F
ClearYalid
=] ]
|
1 A 1 |

Figure 12-6: Navigating to Component Configuration



A window for assertion properties, as shown in Figure 12-7, will open.

define how partner reguests will be

D\sconnectl Options | Clipboard | Send Cirl-Alt-Del |
[P
Setup SAML Server's Assertion Properties
Partner information needs to be stored in a directory server. Each parinet requires a unigue identifier

r CS SourcelID

@ HP Open¥iew Select Access Policy Builder
These parametet
Use yo

File Edit Wiew Tools Aodit
and the other reguired asserion pararmeter
processed. The parameters you configure can be exported to a text file for distribution
Browse-— |

%] & 2

2|5
POLICY
ADMINISTRATION Location in LDAR where all partners will be stored:
ou=SAML Partners,ou=_G5A, de=interop1,dc=eauth,dc=enspier,dc=net
Serer's Source ID: [750/e80bee65Tc 2354 dce0tas5 BEL0T 43503
Resources Tree rAssertion Parameter
; Managerment IssUer |server1 Jinterapt.eauth.enspier.net
=€ Metwork <
] hitp Security Domain: Ieauthenticat\on - Use your Issuer
= hitps
8= servert.interop1.ez Attribute Assertion Lifetime: |1 0080 s
saml_in
saml_out Authentication Assertion Lifetime |5 minutes
Retreival Timeout: |5 minutes
Set to default | QK Cancel Help

Figure 12-7: Configure AA Assertion Properties




2.2  Adding an AA

If you click on Configure, the Setup SAML Server’s Assertion Properties window will display, as shown in
Figure 12-8. This information is also found in the setup tool, but it is best to configure through the steps
defined in section 2.5.

Diswmnectl Options | Clipboard | Send Ctrl-Alt-Del |

@ HP DpenYiew Select Access Policy Builder =10

File Edit View Tools Audit Help

Editing SAML Server "serverl.interopl.eauth.enspier.net:SAl

19 M = & 7 | [ 2RO

File Ec ID | General| S50 fom pariners S50 to partnars

IF you are a CS,
and you are

>< Your SAML Server requires thatvou create a list of all patnering SAML servers,

€ Comp | which includes the connection Infarmation your server needs to connectto and adding AAS, -thiS
POLICY % EI transfer authenticated users tab should dlsplay
ADMINISTRATION =08
LB Partner MName
Serverd-Interap] =
smConsumer
Resources Tree erverg-Interopt
portal.eauth.enspier.net . ! . !
i p—— _ Click to alter assertion
B https properties

Add

Properies | Save to file |

V'S
Yiew | Change the SAML Server's assettion properies: Co[j\{lgure
e ok | cancet | Hem |

List of current AAs

| ol

Figure 12-8: Starting point for modifying and adding new AAs



After you click on the Add button, see figure 12-9, the Setup SAML destination partner window will display.
Enter your Name, URL Alias, etc., and then click on OK to finish and save settings.

D\sconnect| Options | Clipboard | Send Cirl-Alt-Del |

@ HP Open¥iew Select Access Policy Builder -10] %

File Edit Wiew Tools AU pe — |
- - - - Setup SAML destination partner x|}
9 = & | o | :
4 | Define which parthers can connect to your SAML sever and how the partner must be auth URL Allas used fOI‘ path
extension at the end of their
Fartner Mame: Ipor‘tal.eauth.enespier.net inter-site transfer URL
POLICY p i
URL Alias |to_lest_rec9|ver / Example:
ADMINISTRATION . :
Partner's SAML URL [t oo eauth enspier net44IDUMP https://samiserverfully:9985/s

aml_out/to_test_receiver

Aftribute Mamespace: Ieauthenticatiun

AN

Resources Tree Authentication Information

 Partner's Password:

=€y Metwork |
O http
=] https @ Partner's S5L Client Cedificate (paste belowthe pem or cer format cerificate):
-2 zemvert interapt ¢ L e e e e e e s |
saml_in 4vdK7 0Z5esKF sdFjTaByl YHECTvdeclreD piHbo mvExR S 309 G4 SKezz1 0jRLajRIyEcar =
sami_out WiKMGSATAZNMAEM+UifqheBnki pladS 2jkef-0AICMKUQai DCSAIFBH]Y 1k Globally Defined
s

oK |m\ Enter the client certification,
instead of the CA of the
client cert

Figure 12-9: Configure AA Assertion Properties



2.3 Adding SAML Assertion Attribute

Right click on the i next to the SAML file you want to work with. Choose SelectID Properties.

Disconnect | Options | Clipboard | Send Cirl-Alt-Del
@ HP Open¥iew Select Access Policy Builder -0l
File Edit View Tools Audit Help
B g X E 3R
o] =
>
e
25 £
o w ECZC3
H fT_FEEET
POLICY ~lz, 235 3:%3
b Sm EEFEEYE S
ADMINISTRATION E s - - EEEECDD
=
£ £ Somome
Bl S & m
e
Resources Tree i E
§ Mananement -
=€ Metwork 8 xX|v|vivvvvivivly
B hitp 8 X|v|v|vivvivivvly
EHCT hitps 8 X|v|v|viv|vivivvlv
-2 zervert interopt eautl [§F) X | v |v | |v v |v v v v
[3) saml_in I_grr(/««rr««
e e vl
sam|_responder s ® Enable SelectlD v
| Disahble SelectD __
Inherit SelectiD
aJ:]
T — 2l 2]
alw]

Figure 12-10: Configure AA Assertion Properties
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The window shown in figure 12-11 will display, click on the Personalization tab when the window finishes
loading.

Disconnect | Options | Clipboard | Send Ctrl-Alt-Del
@ HP Open¥iew Select Access Policy Builder
File Edit “iew Tools Audit Help

2] =& XIE D

=z
o)
- Personalization tab
5@t
o Authentication Properties ﬂ
2 @ i k
POLICY = 2w Authentication Personalizae
ADMINISTRATION ] 2B i
E = = 3 P Group Data | Role Datal Check this box
== ol —
% % § “©  Define the enviranment variables that will be used to exportthe users DR
o] = ¥§ user attributes to the Web server.
& ¢ 11 note: Personalization variable names will be conve Ppet case and have
Resources Tree o 'HTTP_SA' prepended to them. This is an Gl convention that enfarcer
pluging use when exporing vatl
§ Management
=€ Netwark 8xX[vv O StorWl
1 http &(X|v]v
B hitps &|X|v v [V Store user attributes in
-2 semvert interop eaut |§F] X |« v
saml_in v v v Directpry Atfribute Mame mironmentYariable Mame
E-:En’ablln departmentrmber assurmhcelevel
saml_responder |§ _ nivenMame [ giventme
Disab - |sn, surMamf surMamk
Inheft  |cn, commohMame commanklame
Stored as: Saved as:
Aftributes | Add | Delete |
0K | Cancel | Help |
T — J | el

Figure 12-11: Personalization tab
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